Abstract Singular Value Decomposition (SVD) comprises many important mathematical properties that are useful in numerous applications. Newly developed SVD-based watermarking schemes can effectively maintain minor changes despite the large altered singular values S caused by the attacks. Due to the stability and the properties of S, most of the researchers prefer to embed into S. However, despite satisfying the stability and robustness criteria, SVD-based image watermarking can still encounter false positive problems (FPP). Avoiding FPPs is one of the popular research topics in the field of SVD-based image watermarking. Satisfying robustness and imperceptibility requirements, as well as preventing FPPs, in SVD-based image watermarking is crucial in applications such as copyright protection and authentication. In this paper, false positive problem is studied, analysed and presented in detail. Different schemes are studied and classified based on the probability of exposure to false positive problem. All types of SVD-based embedding algorithms that leads to false positive problem and the related potential attacks has been evaluated using the reliability test as well as all solutions to false positive problem are reviewed. To understand how the attacks can threaten the rightful ownership and how to avoid these attacks, the three potential attacks of false positive problem has been demonstrated using recent proposed watermarking schemes. The main perspective of this paper is to gather all the issues belong to the false positive problem with SVD-based schemes. 
Introduction
Digital watermarking is the process of concealing secret information called watermarks (e.g., image, text or number), in a digital medium. Watermarks are imperceptibly embedded information that can be extracted or detected later for different purposes. It should resist all the potential attacks (e.g., the image processing attacks and geometrical attacks). Watermarking schemes are employed to avoid potential attacks (e.g., image processing and geometrical attacks), and their success depend on the effective selection of transforms. Transforms are selected according to their properties and are used to achieve the desired goals of watermarking (i.e., requirements such as robustness and imperceptibility).
Consequently, robust hybrid digital image watermarking schemes based on the singular value decomposition (SVD) in the wavelet domain have been developed in recent years [18, 20, 22, 27, 29, [31] [32] [33] [34] [35] [36] 41] . Most SVD-based watermarking schemes aim for high robustness against image processing and geometrical attacks while maintaining good imperceptibility. Aside from satisfying the criteria for robustness, imperceptibility, and capacity, a sound watermarking scheme also aims for rightful ownership protection. Ideally, only real owners can correctly extract watermarks from watermarked images. Protecting digital media ownership is the most crucial and ideal purpose of robust watermarking [8, 37] . However, extracting an embedded watermark from the watermarked image cannot sufficiently prove ownership unless certain requirements are imposed [40] . Illegal watermarks can be embedded by attackers into the same images that are watermarked by real owners, and attackers can prove ownership thereafter. Such situations present a critical problem for real owners of images. A critical security challenge in many watermarking techniques is the false positive problem (FPP). The FPP refers to the capability to extract non-embedded or illegal watermarks from host images (e.g., watermarked image or arbitrary image). FPPs are common in SVD-based watermarking schemes [18, 20, 22, 31, 32, 36] and many efficient solutions were suggested to solve or eliminate the problem [16, 21, 27, 29, 33, 34, 38] .
A matrix in SVD is decomposed into three matrices; the singular values S and the left and right singular vectors (U and V ). Due to the stability and the properties of S, most of the researchers prefer to embed the watermark W into S. Despite the stability and the robustness of SVD-based image watermarking schemes when embedding is performed in S, these schemes are subjected to high probability of FPP [14, 23] . Two methods are commonly used to embed W into a host image I : (1) direct embedding of W into the singular values of I (i.e., designated simply as S [22, [31] [32] [33] , (2) injecting singular values of the watermark (S W ) into S [18, 19, 29, 36] . Both methods exhibit robustness against various attacks in terms of NC (the normalized correlation) and produce good quality watermarked images in terms of P SNR (Peak-Signal-To-Noise-Ratio) as documented in [22, 29, [31] [32] [33] 36] . The flaws in these methods arise from their adoption of U and V as secret keys, which provide vital information about an image, for the extraction process. Issues related FPPs emerge when attackers extract and claim rightful ownership to illegally watermarked images.
The Makbol and Khoo [31, 32] schemes are vulnerable to FPP. In [32] , a Redundant Wavelet Transform (RDWT) decomposed the host image I into four sub-bands (LL, LH , H L, H H ), after which SVD was applied to each sub-band, and the watermark image W was directly embedded in the singular values S of each sub-band. In [31] , an Integer Wavelet Transform (IWT) was applied to I to obtain (LL, LH , H L, H H ). Then, SVD was applied to each sub-band, and an Arnold Transform (AT) was applied to each W . Subsequently, four scrambled watermark images were embedded into S of each sub-band similar to Makbol and Khoo [32] . Although this improves the scheme robustness and adds more security, the scheme was still susceptible to FPP. Hence, new schemes were proposed in Makbol and Khoo [33] and Makbol et al. [34] . Two effective solutions were suggested and implemented in those proposed schemes while still they maintain a high robustness, imperceptibility and capacity. In [33] , IWT was first applied to decompose I it into (LL, LH , H L, H H ) subbands. Then SVD was applied to each sub-band, the watermarks were embedded directly into the S of the sub-bands to obtain a watermarked image. Finally, a novel 8-bits digital signature (DS) was generated and embedded into the watermarked image using a new robust DS authentication mechanism. In the extraction stage, secret keys were authenticated before extract the watermarks (i.e., this process could minimize potential FPP vulnerabilities). The robustness of the DS-authentication mechanism, showed that the recovery of signature bits could be guaranteed even if the watermarked image was exposed, attacked, or not hindered. In [34] , FPP could be terminated because embedding was conducted using the singular vector U instead of embedding into S which leads to FPP. First, the host image I was decomposed as blocks of (8 × 8) and some of Human Visual System characteristics (HVS) were analyzed to select the suitable blocks. A discrete Wavelet Transform (DWT) was applied to each selected block, after which the (LL, LH , H L, H H ) is obtained for each block. SVD is applied only on each LL sub-band of each selected block. The binary watermark image was embedded by examining the U 2,1 and U 3,1 elements of all singular vectors U in all LL sub-bands of all selected blocks.
In Guo and Prasetyo [15] study, the FPP is demonstrated on the RDWT-SVD image watermarking scheme only. By contrast, this research encompasses a number of SVD-based watermarking schemes to demonstrate FPP vulnerability and potential solutions. Moreover, a reliability test will be applied on the proposed schemes. Three potential attacks of FPP will be subjected to the scheme [31] [32] [33] [34] , to show how they reacted against these attacks. Experimental results can reveal how the FPPs occur and how the issues can be resolved.
The rest of the paper is organised as follows. First, the SVD is presented in Section 2. The SVD fundamentals and principles are illustrated in Section 2.1. The flaws of the SVDbased image watermarking techniques are described in Section 2.2. A literature review on different SVD-based image watermarking schemes is provided in Section 3.
The security analyses of our proposed SVD-based image watermarking schemes are presented in Section 4. Section 4 explains the embedding and extracting processes of each proposed scheme, and it discusses the results of the experiments and reliability tests. Finally, the conclusion is drawn in Section 4.5.
Singular value decomposition (SVD)
A review on the singular value decomposition (SVD) follows by a brief introduction to the False Positive Problem (FPP) with the related attacks, are given in this section.
SVD fundamentals and principles
SVD is a numerical analysis technique developed in the 1870s by Beltrami and Jordan. Since then, SVD has been used in many applications. SVD is widely used in many signal and image applications, such as image hiding, noise reduction, image compression, and image watermarking.
In the field of image processing, an image is represented as a matrix A of n × n entries. SVD is applied to A to extract information on image features. SVD decomposes A into U , S and V matrices where U and V describe the geometric properties of A, while S describes the A luminance. They can be defined as follows:
The matrices U and V are orthogonal of n × n;
. . , σ n,n ) is a diagonal matrix that includes non-negative singular values and arranged in a descending order. The matrices are rectangular or square. SVD comprises many satisfactory and attractive elements. The main characteristics of SVD from the perspective of image processing are as follows [27] :
1. The good stability of the singular values S of any image, i.e., no significant changes to the SVs of images will occur upon the addition of small perturbations. 2. The S specify algebraic properties of the image, i.e., S is the luminance of the image while the singular vectors (U and V) represent the geometric properties of the image. 3. The S values are presented in descending order, and many of them are smaller than the first singular value. Updating or ignoring these small singular values at the reconstruction stage can affect image quality, but only slightly (negligible effect). 4. SVD is applicable on a rectangle or square matrices.
Zhou and Chen [43] presented a theoretical analysis of the effects of ordinary geometric distortions on the singular values of an image (e.g., transposed, rotated, scaled, translated, and flipped images).
The flaws in SVD-based image watermarking techniques
SVD is widely used in numerous applications such as in the field of watermarking. Consequently, several SVD-based watermarking methods have been proposed. SVD-based digital watermarking schemes embed watermarks by modifying either singular values S or orthogonal vectors U and V . Several advantages are also gained by applying SVD transforms in watermarking. One of the significant features of SVD is the good stability of its singular values S, which means that the visual quality of the image can be preserved even with large changes in S resulting from attacks.
However, despite their proven robustness, most SVD-based watermarking schemes fail to resolve rightful ownership issues because of their vulnerability to FPP, e.g., a counterfeit watermark is detected from the content, which, in the first place, contains a different watermark [13, 18, 22, 24, 36] . Ultimately, the security aspect of SVD-based schemes should be monitored and solved to satisfy the application requirements of watermarking, such as copyright protection.
Two types of embedding methods lead to FPP. The first type involves exposing the watermark to SVD to obtain U W , S W , and V W . Only the singular values S W of the watermark are embedded into the host, while the singular vectors U W and V W are used for the secret keys [13, 18, 22, 24, 26, 30, 36, 38] . Two examples are demonstrated in this type of embedding, namely, modifying the singular values (S) of the host employing the S W to embed the watermark. Following is the equation of the first example of the first type:
S W atermarked represents the result of modifying S by adding it to S W after multiplying it by a scaling factor (α). The second example of the first type is proposed by [16] , as follows:
where HH is a sub-band that is obtained from applying one of the wavelet transforms into the host image. S W represents the singular values of the watermark; and U H H and V H H are the singular vectors that perform SVD on the H H sub-band. The embedding methods expressed by (3) and (4) are displayed in Fig. 1 .
Watermark Image Host Image
Apply SVD Apply SVD The second type of embedding method that is vulnerable to FPP can be expressed as follows: The embedding method expressed by (5) is shown in Fig. 2 . Despite its vulnerability to FPP, this embedding method provides high robustness; thus, it is adopted by many scholars.
Watermark Image
Host Image The method was initially proposed by [24] and some others researchers such as [2, 3, 22, [31] [32] [33] . This process requires embedding W into S after multiplying W by a scaling factor α. Then, the result is transformed using SVD to obtain new matrices, namely 1. Absence of a one-to-one correspondence between the image content and singular values S. In this case, S does not carry important information about the structure of the image; it only represents the luminance of the image. 2. The singular vectors (U and V ) cover the important features of the structure and geometric properties of the image.
Schemes that adopted (3), (4) and (5) for embedding watermarks are vulnerable to FPP. In this case, the challenge arises from using U and V as side information or secret keys in the extraction process. U and V usually preserve vital information about an image. Therefore, an attacker can claim ownership of an image using forged singular vectors U F and V F to obtain a unique forged watermark regardless of the extracted singular values. This scenario can occur in at least one of three potential attacks. These attacks have been discussed and addressed by [23, 25, 39, 42] . Examples of the attacks are as follows [15] :
This type of attack is identified as the ambiguity on the side of the owner. It is depicted in Fig. 3 In the next subsection, reviews on some of SVD-based image watermarking schemes are displayed. The schemes [31] [32] [33] [34] be performed on all of the schemes to check their vulnerability against the potential attacks caused by FPP.
SVD-based image watermarking schemes
Various SVD-based image watermarking schemes were formulated and proven effective for different applications; however, they some of them are vulnerable to FPPs [13, 18, 19 [18, 19] , and Rastegar et al. [36] proposed schemes that follow the embedding method expressed in (3) and are vulnerable to FPP. Ganic and Eskicioglu [13] decomposed a host image into four sub-bands (LL, LH , H L, H H ) using one-level DWT; applied SVD on a grey-scale watermark image and its sub-bands. Then, they embedded the watermark into each sub-band using (3). Rastegar et al. [36] suggested a hybrid SVD-based image watermarking scheme by applying Finite Radon Transform (FRT) to the host image, and by employing decomposition using a three-level DWT. The S of the third-level DWT sub-bands were modified by S W of the binary watermark using (3). Lagzian et al. [18, 19] improved the scheme proposed by Ganic and Eskicioglu [13] using RDWT instead of DWT. The schemes [13, 18, 19, 36] were executed with an embedding strategy, as expressed by (3), and these schemes were still vulnerable to FPP. As well as, many robust schemes have been established following the second embedding type that also has a high probability to FPP and expressed by (5) such as [22, 24, 31, 32] . In the work of Liu and Tan [24] , the host image was transformed using SVD, and the watermark W was directly embedded into the singular values S of the host image using (5). In Lai and Tsai [22] , the host image was first decomposed into four sub-bands (LL, LH , H L, and H H ) using DWT. Then, SVD was applied to the LH and H L sub-bands only. Finally, the watermark image was divided into two halves. Based on (5), the first half was embedded into the singular value of LH and the other half into the singular value of H L.
Researchers have observed a number of FPP vulnerabilities in various SVD-based watermarking schemes, and many solutions have been suggested to address security issues. Loukhaoukha [29] reported two solutions; the first is to apply a one-way hash function on (U and V ). Accordingly, these terms receive two hashing values, H U and H V stored as private keys. They applied a two-level LWT on a host image to select a sub-band among LH 2 , H L 2 and H H 2 . Then, the inverse of LWT (LW T −1 ) was also computed. SVD was applied, and U , S and V T were obtained. SVD was also applied to the watermark, and U W , S W , and V T W were obtained. Embedding was accomplished by modifying the S of the host image by the S W of the watermark (i.e., see (3) . However, as explained previously, such an embedding method leads to FPP because U W and V W were used as secret keys. Loukhaoukha and Chouinard [27] addressed the FPP issue by applying a one-way hash function to both of U W and V W . By doing so, they identified two hash values. A safety test was performed during the extraction stage. Two new hash values were initially obtained for the received U W and V W , but these could be altered by an attacker. These values were subsequently compared with the hash values stored during the embedding process. When values matched, the process continued with the authentication and extraction; otherwise, extraction ceased. The second solution suggested by Loukhaoukha [29] involved encrypting the watermark, followed by applying SVD to it, to identify the U W , S W , and V W . The process was continued using S W , U W and V W of the encrypted watermark, and they were later used keys for the extraction process. Hence, an attacker with a counterfeit U F and V F could only extract the first watermark (i.e., similar to the forged watermark WF). The watermark also required a decryption process because it was encrypted during the embedding process. During extraction, a random-like watermark image could be obtained by a recipient (e.g., attacker). By contrast, with the real owner, the first extracted watermark was the encrypted watermark (random-like image) that could be used for decryption. Thus, the FPP was solved because that the real watermark was obtained by the real owner. In [26, 28] and [30] , FPP was solved by encrypting the watermark and hashing its secret keys (U and V ) of the watermark.
First, the host image was decomposed using three-level DWT in [26] and three-level LWT in [28, 30] . Only one sub-band was selected among the obtained sub-bands. Then, SVD was applied, and U , S and V were obtained. The watermark was encrypted and exposed to SVD to obtain U W , S W and V W . Finally, the S W was embedded onto the singular values of host S. The secret keys (U W and V W ) were hashed and stored as private keys, and they were authenticated before the extraction process was initiated. Given that only the correct keys could be used in the extraction, the FPP was eliminated. Moreover, all of [26, 28] and [30] adopted different optimization algorithms to select the optimal multiple scaling factors (MSF) instead of the single scaling factor (SSF). This decision improved and controlled the tradeoff between imperceptibility and robustness. Loukhaoukha [26] used multi-objective ant colony optimization(MOACO), Loukhaoukha [26] used the multi-objective genetic algorithm optimization(MOGA) and Loukhaoukha et al. [30] used multi-objective particle swarm optimization(MOPSO).
Similar to the work of [26, [28] [29] [30] , the scheme proposed by Gupta and Raval [16] exposed the watermark to SVD. In the embedding process, S W was used as the singular value of the watermark while (U W and V W ) were used as the singular vectors for the secret keys. Then, DWT was applied to the host image and the H H sub-band was selected to include the watermark. Finally, SVD was applied to H H sub-band. Hence, U H H , S H H , and V H H can be obtained as follows:
The embedding process was achieved by replacing S H H with S W as expressed in (4). Gupta and Raval [16] proposed signature-based authentication as a solution to FPP. The matrices (U W and V W ) were authenticated before the extraction process was conducted.
In [3] , a DWT-SVD scheme was proposed; that is, DWT and SVD were applied in the embedding and extraction processes. In the embedding process, the host image was first transformed into sub-bands by three-level DWT. Then SVD was applied onto the thirdlevel sub-bands (LL3 and HH3). Finally, the gray-scale watermark image was embedded into the singular values matrices of LL3 and HH3. The FPP depicted in [3] were a result of adopting (5). Ali et al. [3] solved FPP by generating a secret key for use in the extraction procedure. Without this secret key, the attacker could not obtain the desired watermark. The secret key was developed by XORing two binary images. The first binary image (B1) was achieved by shuffling the watermarked LL3 using AT following by applying the Otsu's method. The second binary image (B2) was attained by applying the Otsus method for the gray watermark image. Otsu's method was considered when applying threshold to the watermarked LL3 and the grayscale watermark image, and to construct the binary images B1 and B2. The secret key K was performed as follows:
Ali et al. [3] also employed differential evolution (DE) optimization to identify optimal scaling factors to achieve the optimum performance.
Another approach was addressed to eliminate FPP, which could emerge in SVD-based watermarking schemes when the left and right singular vectors (U and V matrices) were adopted as secret keys. Jain et al. [17] conceptualized a new pure SVD-based watermarking scheme. The proposed embedding method was similar to those by Liu and Tan [24] (i.e., see (3)), but only minimal alterations were performed by Jain et al. [17] to eliminate FPP. Jain et al. [17] applied SVD to the host image and the watermark to obtain the host image matrices (U , S, and V ) and the watermark matrices (U W , S W and V W matrices). Then, the U W × S W (denoted as the principal component (PC)) was embedded onto S instead of S W as defined in (3). The FPP was solved because only the singular vector V W was used as a secret key for the extraction process. Thus, the attackers could not use any of the declared FPP attacks to claim ownership. The main steps of the proposed scheme can be summarised as follows:
Firstly, SVD is applied to the watermark W as follows:
where P C is the principal component. Then, the embedding process can be expressed as:
Jain et al. [17] successfully eliminated FPP using (3) by embedding PCs. However, another significant problem may occur when the SSF is used in the scheme. The key point in SVD-based image watermarking is the scaling factor. Scaling factor is crucial in controlling the tradeoff between imperceptibility and robustness. Sometimes, SSF is unsuitable for altering all the values of the host image pixels (i.e., see Cox et al. [11] ). Therefore, the multiple scaling factors (MSF) is used instead of SSF to achieve the trade-off between the imperceptibility and robustness [29] . Nonetheless, the challenge lies in determining accurately the optimal values of MSF. Run et al. [38] resolved this drawback by developing two SVD-based image watermarking schemes according to the work of Jain et al. [17] . The methods employed by Run et al. [38] involved embedding the PCs of the watermark into the host image in either DCT or DWT. A near-optimum MSF was obtained using an efficient optimization algorithm, which was used to control the tradeoff between robustness and imperceptibility. In Run et al. [38] , the MSF was obtained by using one of the optimisation algorithms, it is particle swarm optimisation (PSO).
In [1] , the host image was transformed using two-level DWT followed by SVD on each of the obtained sub-bands (LL, H L, LH and H H ). Then, the watermark was transformed using one-level DWT followed by SVD on each of the obtained sub-bands ( [6] proposed a robust and secure IWT-SVD watermarking scheme inspired from Makbol and Khoo [33] scheme. They used SHA-1 and DCT transform to generate a signature for the secret keys (U and V ) in their scheme. In addition to that, they prefer to use artificial bee colony (ABC) optimization algorithm to generate an optimal scaling factors instead of single factor to improve their system [6] . In Ansari and Pant [5] , the authors used ABC algorithm to propose a robust SVD-based watermarking scheme. The principal components of the SVD were used to embed the singular values of the watermark that is decomposed using 3-level DWT. The cover image is also decomposed using 1-level DWT before doing the embedding process.
Another approach for avoiding FPP in SVD-based watermarking schemes is to embed watermarks into the singular vectors (U or V ) or both of them instead of the singular values S. Examples of schemes that adopted the aforementioned strategy include those by Chang et al. [9] , Chung et al. [10] , Fan et al. [12] , Lai [21] . However, research in this area has remained at its infancy. Chang et al. [9] proposed an SVD block-based scheme in which the host image was decomposed into non-overlapping blocks. SVD was applied to each block, then the complexity of each block was evaluated by calculating the non-zero coefficients of the S components. As proposed by Chang et al. [9] the greater the non-zero coefficients, the more complex the blocks in the host image. Embedding was performed by testing the relationships of the coefficients in the first column of U . Consequently, FPPs were eliminated. Similar to Chang et al. [9] , Chung et al. [10] embedded the watermark only in U , and then embedded the watermark in both U and V . Their experimental results showed that embedding the watermark in both U and V increased imperceptibility and capacity unlike when embedding was conducted in U only (i.e., as proposed by Chang et al. [9] ). Chung et al. [10] also suggested two approaches for increasing the imperceptibility and capacity of such reliable SVD-based watermarking schemes. Fan et al. [12] conducted experiments based on the findings of Chung et al. [10] . A theoretical analysis was performed and experimental results were investigated on the basis of the first proposed, which argued that only the coefficients of the first column of U and V may be altered to establish a robust SVDbased watermarking scheme. The second proposed note was to use U and V to embed the watermark bit and adopt U and V to compensate the visible distortion when the watermark is embedded in U and V . Lai [21] forwarded an improved SVD block-based scheme that uses HVS characteristics to select the embedding blocks. DCT and SVD were sequentially applied to each selected block, as suggested by Chang et al. [9] , Chung et al. [10] , Fan et al. [12] . Lai [21] embedded the watermark bits in the first column of U and suggested that the relationship between the first column entries of the U component could be preserved while the other column entries could be changed under general image processing operations [21] .
In [32] and [31] , (5) was employed to embed the watermarks. The schemes showed high performance in terms of robustness and imperceptibility, and they outperformed many previous robust schemes in literature. However, an FPP issue was observed; thus, Makbol and Khoo [33] proposed a scheme to avoid the FPP (i.e., see FPP in [32] and [31] ). The proposed scheme was blind and ultimately demonstrated very high resistance against geometrical and non-geometrical attacks, especially JPEG compression and noise attacks. Moreover, the security weaknesses caused by FPP were adequately covered by generating a robust digital signature (DS). Another reliable SVD-based watermarking scheme is proposed by Makbol et al. [34] to avoid the FPP. The embedding process was performed by examining the entries in the singular vector U , thus, FPP could be fully avoided. Table 1 displays a comparative analysis of the schemes that explained in this section. All the embedding and extraction steps by the schemes [31] [32] [33] [34] are explained in the succeeding section. A reliability test was performed. All the schemes [31] [32] [33] [34] were examined against FPP attacks.
The security analyses of the SVD-based image watermarking schemes
The security issues of the schemes [31] [32] [33] [34] is analyzed and tested in this section. A reliability test for all FPP attacks is performed on each proposed scheme, individually. Furthermore, the embedding and extracting procedures for each proposed scheme is presented in this section. [32] In this scheme, the host image is decomposed into four sub-bands using RDWT. Then, SVD is applied in each sub-band. The second embedding type which is expressed by (5) is used in this scheme. The embedding and extraction procedures are as follows: 
The RDWT-SVD image watermarking scheme

Embedding procedure
-Perform one-level RDWT onto the host image; the sub-bands LL, LH, HL and HH are obtained. -Apply SVD to LL, HL, LH and HH, as follows:
where i indicates to the sub-bands (i.e., LL, LH, HL, HH). -Modify S i of each sub-band by embedding the watermark directly. Then apply SVD onto the result, as follows:
where i = (LL, LH, HL, HH), α is the scaling factor (for LL, the α was 0.05, while 0.005 for the remaining sub-bands) and W is the watermark. U i W , S i W and V iT W indicate the new SVD matrices that are yielded after performing SVD again to the result of the embedded process for each sub-band. In [32] , Lena, Baboon, and Pepper image were used as testing images while the Cameraman image was used as a watermark.
-Perform the new modified RDWT coefficients for each sub-band.
where i = (LL, LH, HL, HH). -Finally, apply the inverse of RDWT using the modified RDWT coefficients to obtain the watermarked image A W .
Extraction procedure
-Apply one-level RDWT on the watermarked image A * W (possibly distorted) and the sub-bands LL, LH, HL and HH are obtained.
-Apply SVD onto all sub-bands, as follows:
where i indicates LL, LH, HL, or HH.
where i indicates LL, LH, HL, or HH. -Retrieve the watermarks from the sub-bands, as follows:
W * i is the extracted watermark from each sub-band.
Experiments of the RDWT-SVD image watermarking scheme
The RDWT-SVD scheme performance was investigated in [32] with various experiments in terms of imperceptibility and robustness against various attacks. Imperceptibility is the similarity between the host image and the watermarked image. (PSNR) is the most common measure for imperceptibility. It can be calculated as follows: , j ) ) is the maximum possible pixel value in the image, while the mean square error (MSE) between the host image x and the watermarked image y can be defined as: (19) where m and n are the image dimensions. The robustness was evaluated by calculating the normalised correlation (NC). It indicates the similarity between the original watermark and the extracted watermark after exposing to attack. It can be defined as follows: (20) where M × N represents the number of pixels in the watermark, W andW indicate the original watermark and the extracted watermark, respectively, while the μ W and μW indicate the mean of the original watermark and the mean of the extracted watermark respectively.
The scheme showed high performance in terms of imperceptibility. It was (54.0353db) for Lena image (512 × 512) as host image and cameraman (512 × 512) as a watermark. Moreover, previous experimental tests in [32] verified the high robustness of the scheme against geometrical and non-geometrical attacks. Despite outperforming others, the scheme was weak because of the prevalence of FPPs. Equation (5) was used for the embedding; thus, the scheme was exposed to attacks and FPP. A reliability test was performed in this section for the proposed scheme [32] against all the attacks caused by FPP. This test was conducted by exposing each proposed scheme to the three potential attacks that could lead to FPP. Those attacks have been named as attack 1, attack 2 and attack 3 as illustrated in Figs. 3, 4 , and 5, respectively.
The RDWT-SVD scheme has a high probability of FPP. This is because (U and V ) are used as secret keys for the extraction process, in addition to that the embedding was in S. Figures 6, 7 and 8 depict the results of the reliability test of RDWT-SVD scheme. In Fig. 6 , the secret keys of two users are accidentally used.
Attack 1
The first user embeds the cameraman watermark into Lena host image as shown in Fig. 6a but accidentally receives and uses the secret keys of women watermark (U women and V women ) instead of the cameraman watermark secret keys (U cameraman and V cameraman ). So, the (16) will be as follows:
So, the extracted sub-band will be the information of the Women image instead of Cameraman image. Then, (17) will be:
Consequently, the women watermark images are extracted mistakenly (Fig. 6b) . Figure 6d shows the mistakenly extracted watermark (cameraman watermark) when the receiver uses (U cameraman and V cameraman ) instead of (U women and V women ). Fig. 7 , the original watermarked image (Fig. 7c) is embedded with a fake watermark, such as a women watermark (Fig. 7b) , to obtain fake secret keys (U w and V w ).
Attack 2 In
The U women and V women fake secrets keys will be sent with the original watermarked image (Fig. 7c) and used in the extraction process. In this case, fake women watermark is (11) and (12) will be performed by the attacker. So, the (12) will be:
iT women (23) Attack 3 In Fig. 8 , un-watermarked Barbara image was used in the extraction process.
After the embedding process (i.e., cameraman watermark is integrated into the Lena host image), the secret keys are used with the un-watermarked Barbara image (Fig. 8a) in the extraction process. Consequently, the original watermark image (i.e., with the cameraman watermark) is extracted, as shown in Fig. 8b . Based on the reliability test and the Figs. 6, 7 and 8, the RDWT-SVD scheme [32] has high probability of FPP vulnerability. [31] The advantages of IWT and AT were employed with the SVD transform to propose a hybrid IWT-SVD-AT scheme. In general, all image watermarking schemes are expected to achieve high robustness, good imperceptibility, and high security. The IWT, SVD, and AT transforms offer several characteristics could achieve the aforementioned image watermarking requirements. These characteristics include integers to integers mapping by IWT, use of singular values S of SVD and their characterization in SVD, and scrambling using AT.
The IWT-SVD-AT watermarking scheme
Embedding procedure
The steps of the IWT-SVD-AT embedding process are as follows:
-Decompose the host image into four sub-bands (LL, HL, LH, and HH) using one-level IWT. -Apply SVD on each sub-band that is yielded from the previous step, as follows:
i = LL, LH, HL, HH. -Now, apply AT to scramble the watermark image.
-Embed the scrambled watermark image into each S i . Then, apply SVD to the altered S i .
i = LL, LH, HL, HH, α is the scaling factor (α = 0.05 for LL while α = 0.005 for HL, LH and HH) and W is the scrambled watermark. U i W , S i W and V iT W indicate the new SVD matrices that are yielded after performing SVD again to the result of the embedding process for each sub-band. -Obtain the new modified IWT coefficients for each sub-band. These new coefficients are developed by applying the equation in step 2 by replacing S i with S i W , as follows:
-Finally, apply the inverse IWT on the four sets of the modified IWT coefficients to obtain the watermarked image.
Extraction procedure
-Apply one-level IWT onto the watermarked image A * W (possibly distorted), LL, LH, HL, and HH are obtained.
-Apply SVD onto each sub-band, as follows:
where i refers LL, LH, HL, and HH. -Compute
-Four scrambled watermarks (W * i ) are extracted using the secret key S i , as follows in Lai and Tsai [22] :
W * i is the extracted scrambled watermark from each sub-band. -Finally, recover the four original watermarks by applying the periodic scrambling transform. [31] Similar to the RDWT-SVD scheme, performance assessment for the IWT-SVD-AT was conducted in terms of imperceptibility (PSNR) and robustness (NC) against various attacks. The imperceptibility of the IWT-SVD-AT scheme was (43.8738 dB) for the Lena image (512 × 512) used as the host and the cameraman image (256 × 256) used as a watermark. The scheme also showed high resistance against nearly almost all geometrical and nongeometrical attacks in each sub-band. However, despite the use of AT to improve robustness and security, the IWT-SVD-AT scheme still encountered FPP. The reliability test of the IWT-SVD-AT scheme [31] against attack 1, attack 2 and attack 3 caused by FPP is presented below. Figures 9, 10 and 11 illustrate reliability test of the IWT-SVD-AT scheme. Similar to RDWT-SVD, the IWT-SVD-AT showed high probability of FPP vulnerability. [33] The IWT-SVD [33] could overcome FPPs because watermark pixel values were embedded within the wavelet coefficients of the host image without any modifications. Nonetheless, a new robust signature-based authentication mechanism was proposed. The scheme adopted the characteristics of IWT and SVD. In addition, a new signature-based authentication mechanism based on the mathematical characteristic of SVD was employed. The signature-based authentication mechanism generated, embedded, and authenticated the digital signature (DS). The suggested DS-based authentication mechanism composed a DS during the embedding process. Then, the DS was integrated into the fully embedded watermarks. Finally, the authentication process was performed as a pre-process of the watermark extraction process. In the case of successful authentication, the process proceeds to extraction; otherwise, extraction is terminated.
Experiments of the IWT-SVD-AT image watermarking scheme
The IWT-SVD watermarking scheme
Embedding procedure
-Apply the one-level IWT to decompose the host image into four sub-bands, named as LL, HL, LH and HH. -Perform SVD onto LL, HL, LH and HH, as follows:
where i indicates the sub-bands (LL, LH, HL and HH). -Modify the singular values (S i ) of each sub-band by embedding the watermark W .
Then, apply SVD. These two alteration processes can be displayed as follows:
where i indicates the sub-bands LL, LH, HL and HH, α is the scaling factor. (α = 0.05 for embedding into the LL sub-band and α = 0.005 for embedding into other sub-bands (HL, LH and HH)). -Apply the signature generation procedure to the four corresponding sets U i W and V iT W of the four sub-bands. As a result, four 8-bit digital signatures are generated and named Sig LL , Sig H L , Sig LH and Sig H H . -A final 8-bit DS will be established as follows:
Sig F inal is used at the final step of the watermark embedding procedure by the signature embedding procedure to embed it as a DS into the watermarked image. -New modified IWT coefficients for each sub-band are performed as follows:. (34) where i indicates the sub-bands LL, LH, HL and HH. -The watermarked image is then obtained after applying the inverse IWT on the four sets of modified IWT coefficients.
-Finally, the signature embedding procedure is applied to embed the digital signature (Sig F inal ) into the watermarked image (A W ).
Extraction procedure
Before extracting the watermark, a safety test is performed to check the fidelity, thus protect the proposed scheme against FPP by authenticating the four received sets of U i W and V iT W ; i=LL, HL, LH and HH. The authentication process is performed by matching the generated DS of the four received sets of U i W and V iT W ; a secret key was also used in the authentication process, with the extracted DS from the watermarked image. If these values matched, the watermark extraction process continued, and the four embedded watermarks are extracted. Otherwise, the process is stopped because a FPP is detected. 
where i refers to LL, LH, HL, and HH. -Compute the following:
where i indicates the sub-bands (LL, LH, HL and HH). -Extract the watermark; which is denoted by W * i , using the secret key (S i ):
Experiments of the IWT-SVD image watermarking scheme [33]
The robustness and imperceptibility of the IWT-SVD scheme were calculated using (NC) and (PSNR), respectively. The imperceptibility was (43.6769 db). The experimental results in [33] confirmed the high robustness of the scheme. Furthermore, the scheme is considered a good choice for copyright protection because it can eliminate the FPP. (i.e., FPPs were solved by using a DS-mechanism to authenticate the legitimate owner). This finding is shown in Figs. 12, 13 and 14. In the DWT-SVD-HVS scheme, the FPP is avoided completely. The following error message is obtained. It means that the image has been aƩacked. The following error message is obtained. It means that the image has been aƩacked.
(e) Extracted watermarks from aƩacker's watermarked image. No extracted watermarks.
The following error message is obtained. It means that the image has been aƩacked. -Now, perform inverse SVD.
-Finally, perform inverse DWT to obtain the watermarked image. A threshold value T was used to control the trade-off between the imperceptibility and the robustness. Lai [22] 'No attack' The bold values indicates the best values comparing with the others Table 4 Comparison of the robustness of the previous watermarking schemes using Lena image DWT-SVD-HVS [34] results only using LL sub-band using different thresholds. '-' means the attack not performed in the scheme reference The bold values indicates the best values comparing with the others
Extraction procedure
-Divide the host image into (8 × 8) non-overlapping blocks.
-Summing up the entropy and edge entropy for each block. Arrange them in ascending order and select the first 1024 blocks that have the lowest values; ( as the appropriate blocks in this scheme for watermark embedding.) -Apply one-level DWT to the selected blocks, four sub-bands LL, LH, HL and HH are obtained for each block. -Apply SVD on the LL sub-band of each block. -Examine the entries U 2,1 and U 3,1 of matrix U to embed the watermark by updating the relationship between them. Algorithm 1 states the steps to achieve this process. -Apply inverse SVD. -Apply inverse DWT to obtain the watermarked image. [34] Similar to the previous schemes, the performance of the DWT-SVD-HVS scheme was investigated in terms of imperceptibility (P SNR) and robustness against various attacks. The bit correction rate (BCR) was used to measure the robustness of the scheme. The BCR criterion, which is generally used with the binary watermark logo, can be calculated as follows:
Experiments of the DWT-SVD-HVS image watermarking scheme
N and M represent the number of pixels in the watermark, and W andW are the original and the extracted watermark, respectively. ⊗ indicates the XOR logical operation. In [34] , two experiments were performed on four testing images of 512 × 512 and two different watermarks of 32 × 32 using four different values of thresholds T . The highest imperceptibility values were obtained by the threshold T = 0.002 for the Lena, Peppers, Engineering Campus and Penang Bridge at 61.16 db, 57.87 db, 57.72 db and 62.20 db, respectively. The scheme was examined against many of geometrical and non-geometrical attacks and it outperformed its counterparts. Examples of imperceptibility and robustness results of DWT-SVD-HVS under different thresholds are shown in Tables 2 and 3 , respectively. Moreover, FPP was not encountered by this scheme. This scheme avoids FPP by embedding the watermark into U instead of S, thereby derailing probable attacks.
At the end, a brief comparison between the previous schemes in terms of robustness and Imperceptibility are shown in Tables 4 and 5 , respectively.
Conclusion
This paper focuses on the role of SVD in watermarking. SVD offers many attractive characteristics which renders its advantageous to users. Nevertheless, most hybrid SVD-based image watermarking schemes fail to resolve the issue of rightful ownership. This failure is mainly due to the FPP, and it appears as a major flaw of majority of SVD-based watermarking techniques. In this paper, we identified the FPPs of various SVD-based watermarking schemes. The reasons behind the FPPs, the potential attacks, and suggested solutions were presented and explained in detail. Embedding in S ensured high performance in terms of robustness and imperceptibility. Unfortunately, the method was still vulnerable to FPPs when three potential attacks were applied. Recently, eliminating FPPs has become a popular research topic in the field of SVD-based image watermarking, explaining and evaluating the suggested solutions to FPPs have become imperative. In this study, a reliability test was performed to explain how FPPs and attacks could seriously affect the SVD-based watermarking schemes. The reliability test has been performed on our previous schemes. The first two proposed schemes named RDWT-SVD and IWT-SVD-AT showed a high performance in terms of imperceptibility and robustness due to embedding into the S, but they were vulnerable to FPP. By contrast, the IWT-SVD scheme demonstrated high robustness and imperceptibility, and it could solve FPP by adopting a digital signature mechanism. In the last scheme, namely DWT-SVD-HVS, the U singular vector was used for embedding instead of S. This embedding strategy helps to completely avoid the FPP. The reliability test demonstrated the behaviour of the mentioned schemes against three potential attacks and their vulnerability to FPPs. The test helped analysing security issues faced by SVD-based watermarking schemes. In general, security is the core function of watermarking schemes. The proposed SVD-based watermarking schemes were benchmarked using the three potential attacks, which are used to verify FPPs. This FPPs analyses on SVD-based image watermarking algorithms can aid in understanding security issues related to SVD-based watermarking algorithms in general.
